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Rezumat: Oricand pot aparea incidente
care pot perturba o activitate antrepreno-
riald, iar aplicarea standardului ISO 22301
le oferd organizatiilor mijloacele pentru a
raspunde si pentru a-si continua operatiu-
nile. Aceste incidente pot lua diverse forme,
de la dezastre naturale de mare amploare
si acte de terorism pana la accidente care
au legdtura cu tehnologia sau incidente de
mediu. Cu toate acestea, cele mai multe in-
cidente sunt minore, Insa pot avea un im-
pact semnificativ, ceea ce face ca o strategie
de management al continuitatii afacerii sa
fie foarte importanta. La nivel global exis-
td un grad crescut de sensibilizare la aceste
probleme, acest lucru a dus la o constien-
tizare la nivel mondial, ca organizatiile din
sectoarele public si privat sa stie cum sa se
pregateasca si sa raspunda la incidente ne-
asteptate si perturbatoare.ISO 22301 ofera
un cadru pentru planificarea, elaborarea,
implementarea, executarea, monitorizarea,
mentinerea si Imbunatdtirea continuda a
sistemelor de management al continuitatii
afacerii. Standardul ajuta antreprenorii so-
ciali sa se protejeze impotriva incidentelor,
sa le poata raspunde si sa se poata redresa
in urma producerii acestor incidente.

Cuvinte cheie: standard, antreprenori
sociali, sistem de management al continui-
tatii afacerii, imbunatatirea continua.

Summary: Incidents can occur at any
time that can disrupt a business activity,
and the application of ISO 22301 gives or-
ganisations the means to respond and con-
tinue their operations. These incidents can
take many forms, from large-scale natural
disasters and acts of terrorism to technol-
ogy-related accidents or environmental in-
cidents. However, most incidents are minor
but can have a significant impact, making
a business continuity management strat-
egy very important. Globally there is an
increased awareness of these issues, this
has led to a worldwide awareness that pub-
lic and private sector organisations need
to know how to prepare for and respond
to unexpected and disruptive incidents.
ISO 22301 provides a framework for plan-
ning, developing, implementing, executing,
monitoring, maintaining and continuously
improving business continuity manage-
ment systems. The standard helps social
entrepreneurs protect against, respond to
and recover from incidents.

Keywords: standard, social entrepre-
neurs, business continuity management
system, continuous improvement.

Contingency planning and re-
sumption of normal operations after
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Planificarea urgenta si reluarea
activitatii normale dupa un sinistru
erau la inceput activitati dictate de
tehnologia informatiei, pentru a face
fata catastrofelor naturale si ame-
nintarilor teroriste care au lovit in-
treprinderile in anii 1980 si la ince-
putul anilor 1990. Or, oamenii si-au
dat seama tot mai mult ca procesul
care trebuia stabilit In acest dome-
niu trebuia desfasurat de intreprin-
dere si trebuia sa cuprinda mijloace
care sa permita masuri de precautie
contra multiplelor incidente care le
perturba activitatea. Astfel, a aparut
o noua disciplina cunoscuta sub de-
numirea de ,managementul conti-
nuitatii afacerilor” [3].

In timp ce incepeau si recunoas-
ca interesul acestei discipline pentru
atenuarea efectelor incidentelor per-
turbatoare asupra societatii, guver-
nele si autoritatile de reglementare
au vrut sa poata obtine asigurarea ca
principalii factori erau dotati cu dis-
pozitive corespunzatoare pentru a
garanta continuitatea afacerilor.

In paralel, constienti de interde-
pendenta lor, intreprinderile au vrut
sa fie sigure ca principalii lor furni-
zori si parteneri erau In masura sa
furnizeze produse si servicii esen-
tiale in caz de incidente. Era nevo-
ie, deci, de un element de referinta
recunoscut, care reprezenta bunele
practici ale MCA si multe alte state,
printre care Australia, Statele Unite,
Marea Britanie si Singapore au ela-
borat standarde nationale care tra-
tau aceasta problema.

Standardul britanic BS 25999 isi
propunea, de exemplu, sa ajute la sta-

a disaster were initially information
technology, driven activities to deal
with the natural disasters and ter-
rorist threats that hit businesses in
the 1980s and early 1990s. Increas-
ingly, however, people realised that
the process that had to be estab-
lished in this area had to be enter-
prise-led and had to include means
to allow for precautions against the
multiple incidents that disrupted
their business. Thus, a new disci-
pline known as business , continuity
management” emerged [3].

As they began to recognise the
value of this discipline in mitigating
the effects of disruptive incidents
on society, governments and regu-
lators wanted to be able to gain as-
surance that key stakeholders were
equipped with appropriate devices
to ensure business continuity.

At the same time, aware of their
interdependence, businesses want-
ed to be sure that their key suppliers
and partners were able to provide
essential products and services in
the event of an incident. There was
therefore a need for a recognised
benchmark that represented best
practice in MCA and many other
countries, including Australia, the
United States, the United Kingdom
and Singapore, developed national
standards that addressed this issue.

The British standard BS 25999,
for example, was intended to help
establish a business continuity
management system and was the
first that could serve as a reference
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bilirea unui sistem de management
al continuitati activitatilor si era pri-
mul care putea servi drept referinta
in scopuri de certificare acreditata.

Cand organismele active la ni-
vel international au inceput sa faca
eforturi pentru elaborarea unui
standard international unic, comi-
tetul tehnic ISO/TC 223, Securitatea
societatii, a intreprins lucrari cu pri-
vire la standardul ISO 22301:2012,
Securitatea societatii. Managemen-
tul continuitatii afacerilor [2].

Cerinte. Acest standard nou, rod
al unui interes semnificativ la nivel
mondial, a fost realizat cu participa-
rea expertilor din lumea Intreaga.

ISO 22301 este un standard pen-
tru sisteme de management pentru
MCA, care poate fi utilizat de orga-
nizatiile de toate dimensiunile si de
toate tipurile.

Imediat ce sistemul de MCA este
functional, organizatiile au posibi-
litatea sa solicite certificare acredi-
tata de conformitate cu standardul,
pentru a dovedi ca respecta bunele
practici de MCA organismelor legis-
lative si de reglementare, clientilor
potentiali si altor parti interesate.
La nivelul intreprinderii, persoana
insarcinata cu MCA poate, datori-
ta standardului ISO 22301, sa arate
managementului de la cel mai inalt
nivel ca un standard recunoscut
functioneaza, ca a fost realizat.

Din cauza faptului ca ISO 22301
este utilizat in scopuri de certificare,
cerintele pe care le specifica descriu
elemente esentiale ale MCA in mod
scurt si concis. Un standard cu o ori-
entare mai completa (ISO 22313),

for accredited certification pur-
poses.

When internationally active bod-
ies began working towards a single
international standard, the ISO/TC
223 technical committee, Corpor-
ate security, undertook work on ISO
22301:2012, Corporate security -
Business continuity management
[2].

Requirements. This new standard,
the fruit of significant worldwide in-
terest, was developed with the par-
ticipation of experts from around
the world.

ISO 22301 is a management sys-
tem standard for BCM that can be
used by organizations of all sizes
and types.

As soon as the MCA system is in
place, organisations have the oppor-
tunity to apply for accredited cer-
tification of compliance with the
standard to prove that they comply
with good MCA practices to legisla-
tive and regulatory bodies, poten-
tial customers and other stakehold-
ers. At company level, the person in
charge of the CSM can, thanks to ISO
22301, show top management that
a recognised standard works, that it
has been achieved.

Because ISO 22301 is used for
certification purposes, the require-
ments it specifies describe the es-
sential elements of the MCA in a
short and concise manner. A stan-
dard with more comprehensive
guidance (ISO 22313), which pro-
vides more detail for each require-
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care furnizeaza mai multe detalii
pentru fiecare cerinta a ISO 22301
este in curs de pregatire.

ISO 22301 poate servi intreprin-
derii ca referinta pentru a isi evalua
situatia in raport cu bunele practici
si auditorii lor, pentru a intocmi ra-
portul lor catre managementul lor
de la cel mai 1nalt nivel. Interesul
acestui standard nu se limiteaza la
simpla obtinere a unui certificat de
conformitate.

Un Inceput dificil ISO 22301 are
la origine un seminar ISO cu privire
la ,pregatirea pentru situatiile de
urgentd”, care a avut loc la Florenta,
in 2006. Pe vremea aceea, numerosi
experti considerau ca standardul lor
national era cel care convenea cel
mai bine pentru a servi drept stan-
dard international. Pentru ca lucru-
rile s avanseze, a fost organizata o
reuniune a principalilor factori, pen-
tru a identifica similitudinile dintre
standarde.

Consensul astfel realizat a ocazi-
onat publicarea unui document de
orientare, ISO/PAS 22399:2007, Se-
curitatea societatii. Linii directoare
pentru pregatirea in cazul unui inci-
dent si managementul continuitatii
operationale.

Majoritatea oamenilor ar dori sa
aiba succes in activitatile lor, dar nu
stiu ce trebuie sa faca pentru aceasta
si de aceea prefera sa nu faca nimic.
Frica de a face greseli sau posibilita-
tea de a esua in ceea ce si-au propus
sunt principalele motive prin care ei
incearca sa justifice inactiunile lor.

Succesul nu este un fenomen care
vine pe neasteptate. Pentru a reusi,

ment of ISO 22301 is in prepara-
tion.

ISO 22301 can serve as a refer-
ence for companies to assess their
situation against best practice and
their auditors to report to their top
management. The interest of this
standard is not limited to simply ob-
taining a certificate of conformity.

A difficult start to ISO 22301
originates from an ISO seminar on
,preparing for emergency prepared-
ness” held in Florence in 2006. At
the time, many experts felt that their
national standard was best suited to
serve as an international standard.
To move things forward, a meeting
of key stakeholders was organised
to identify similarities between
standards.

The resulting consensus led to
the publication of a guidance docu-
ment, ISO/PAS 22399:2007, Corpor-
ate security - Guidelines for incident
preparedness and business continu-
ity management.

Most people would like to be suc-
cessful in their activities, but they
don’t know what they need to do
to achieve this and therefore prefer
to do nothing. Fear of making mis-
takes or the possibility of failing in
what they set out to do are the main
reasons they try to justify their in-
actions.

Success is not something that
comes out of the blue. In order to
succeed, a lot of hard work is need-
ed and managers must have certain
qualities that are indispensable for
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trebuie de muncim foarte mult si ma-
nagerii organizatiei sa aiba anumite
calitati indispensabile reusitei ca:
fermitatea, riscul, bunavointa, incre-
derea in propriile forte, finalitatea.

Fiecare organizatie poate avea
succes si, pentru a ajunge la el, ar
trebui sa nu ezite si sa astepte ani
de-a randul cea mai favorabila opor-
tunitate. Ea trebuie sa actioneze cat
mai curand incercand sa gaseas-
ca calea cea mai potrivita pentru a
ajunge la punctul final.

Oricand pot apareaincidente care
pot perturba o intreprindere socialg,
aceste incidente pot lua diverse for-
me, de la dezastre naturale de mare
amploare si acte de terorism pana la
accidente care au legatura cu tehno-
logia sau incidente de mediu. Cu toa-
te acestea, cele mai multe incidente
sunt minore, insa pot avea un impact
semnificativ, ceea ce face ca o strate-
gie de management al continuitatii
afacerii sa fie foarte importanta.

La nivel global, exista un grad
sporit de sensibilizare la aceste
probleme, acest lucru a condus la o
constientizare la nivel mondial, ca
organizatiile din sectoarele public si
privat sa stie cum sa se pregateasca
si sa raspunda la incidente neastep-
tate si perturbatoare.

Noul Standard ISO 22301 - Siste-
mul de Management al Continuitdtii
Afacerii - a fost aprobat prin vot de
catre comitetul tehnic ISO/TC223
in data de 2 aprilie 2012, care vine
sa simplifice sarcina de planificare
pentru evenimentele neasteptate
si le va da posibilitatea manageri-
lor organizatiilor sa reactioneze in

success: determination, risk-taking,
goodwill, confidence in their own
strengths, purposefulness.

Every organisation can be suc-
cessful and, to achieve it, it should
not hesitate and wait years for the
most favourable opportunity. It
must act as quickly as possible in
trying to find the most appropriate
way to reach the end point.

Most people would like to When-
ever incidents can occur that can
disrupt a social enterprise, these in-
cidents can take many forms, from
large-scale natural disasters and
acts of terrorism to technology-re-
lated accidents or environmental
incidents. However, most incidents
are minor but can have a significant
impact, making a business continu-
ity management strategy very im-
portant.

Globally, there is a heightened
awareness of these issues, this has
led to a worldwide awareness that
public and private sector organisa-
tions need to know how to prepare
for and respond to unexpected and
disruptive incidents.

The new ISO 22301 Business
Continuity Management System
Standard was approved by a vote of
the ISO/TC223 technical committee
on 2 April 2012, which simplifies
the task of planning for unexpect-
ed events and will enable managers
of organisations to react in a timely
manner when difficulties arise. Be-
cause the standard is internationally
accepted, it will enable a collabora-
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timp util atunci cand vor aparea di-
ficultati. Pentru ca standardul este
acceptat la nivel international, el va
permite o abordare in colaborare pe
intregul glob. [1]

[SO 22301 provoaca organizatiile
sa-si examineze indeaproape plani-
ficarea actuala si sa se intrebe daca
aceasta este sau nu este destul de
precisa si de detaliata. Daca aborda-
rea adoptata initial de o organizatie
a fost aprofundata si cuprinzatoare,
atunci acesteia nu-i va mai ramane
decat putin de facut pentru a atinge
standardul ISO.

[SO 22301 este primul standard
publicat care se aliniaza noului for-
mat ISO de scriere a standardelor
pentru sisteme de management.
Acest lucru va usura Intelegerea si
va asigura omogenitatea cu celelalte
sisteme de management, cum ar fi
[SO 9001 (managementul calitatii),
ISO 14001 (managementul mediu-
lui) si ISO/IEC 27001 (managemen-
tul securitatii informatiei) etc.

Exista deja un interes sporit ma-
nifestat de mediul de afaceri mon-
dial, care doreste sa aplice cele mai
bune practici si sa obtina certifica-
rea conform acestui standard. ISO
22301 face parte dintr-o serie de
standarde dezvoltate de comitetul
tehnic ISO/TC 223. Comitetul are
in curs de pregatire standardul I1SO
22313, care este programat spre
publicare la inceputul anului viitor.
Acest standard va contine indrumari
pentru implementarea ISO 22301.

[SO 22301 specifica cerintele pen-
tru a planifica, stabili, implementa,
opera, monitoriza, revizui, mentine

tive approach across the globe. [1]

ISO 22301 challenges organisa-
tions to take a close look at their
current planning and ask them-
selves whether or not it is accurate
and detailed enough. If an organi-
sation’s initial approach has been
thorough and comprehensive, then
it will have little left to do to achieve
the ISO standard.

ISO 22301 is the first published
standard that aligns with the new
ISO format for writing standards
for management systems. This
will make it easier to understand
and ensure consistency with other
management systems such as ISO
9001 (quality management), ISO
14001 (environmental manage-
ment) and ISO/IEC 27001 (informa-
tion security management) etc.

There is already a growing inter-
est from the global business com-
munity to apply best practice and
achieve certification to this stan-
dard. ISO 22301 is one of a series
of standards developed by the ISO/
TC 223 technical committee. The
committee is preparing ISO 22313,
which is scheduled for publication
early next year. This standard will
contain guidance for the implemen-
tation of ISO 22301.

[SO 22301 specifies requirements
to plan, establish, implement, oper-
ate, monitor, review, maintain and
continually improve a documented
management system prepared to re-
spond to and recover from disrupt-
ive events when they occur. [4]
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si Imbunatati continuu un sistem de
management documentat pregatit
pentru a raspunde si a se recupera in
cazul evenimentelor perturbatoare,
atunci cand acestea apar. [4]

Certificarea ISO 22301 ajuta sa
imbunatatim modul in care orice afa-
cere gestioneaza aceasta posibilitate,
asigura un sistem de management
eficient privind continuitatea afacerii
(B.C.M.), si va ofera posibilitatea de
a reactiona eficient la orice astfel de
intrerupere. Programul global B.C.M.
trebuie administrat cu ajutorul pla-
nului pentru continuitatea afacerii si
al unor activitati precum instruirea,
exercitiile si revizuirea permanenta.
Chiar daca organizatia nu a raportat
niciodata un incident grav, organiza-
rea unui sistem B.C.M., pe baza ISO
22301, va ajuta organizatia sa de-
fineasca procesele operationale de
baza si efectele ce ar putea aparea
din cauza unor pericole.

ISO 22301 Management al Conti-
nuitdtii Afacerii este cel de-al doilea
standard pentru sisteme de manage-
ment care a adoptat noua structura
de nalt nivel si textul standardizat
convenit in cadrul ISO. Obiectivul
este sa se asigure coerenta cu toate
standardele viitoare si revizuite de
acest tip si sa se faciliteze integrarea
cu diferitele standarde, de exemplu,
[SO 9001 (calitate), ISO 14001 (me-
diu) si ISO/CEI 27001 (securitatea
informatiei). Standardul cuprinde
zece capitole:

Domeniu de aplicare, Referinte
normative, Termeni si definitii, apoi
diferite cerinte, printre care urma-
toarele: [2]

ISO 22301 certification helps im-
prove the way any business manages
this possibility, ensures an effective
business continuity management
(B.C.M.) system, and gives you the
ability to react effectively to any
such disruption. The overall B.C.M.
programme should be managed
using the Business Continuity Plan
and activities such as training, exer-
cises and ongoing review. Even if the
organisation has never reported a
serious incident, organising a B.C.M.
system, based on ISO 22301, will
help the organisation to define the
basic operational processes and ef-
fects that could arise from hazards.

ISO 22301 Business Continuity
Management is the second manage-
ment system standard to adopt the
new high-level structure and stan-
dardized text agreed within ISO. The
aim is to ensure consistency with
all future and revised standards of
this type and to facilitate integration
with the various standards, e.g. ISO
9001 (quality), ISO 14001 (environ-
ment) and ISO/IEC 27001 (informa-
tion security). The standard com-
prises ten chapters:

Scope, Normative references,
Terms and definitions, then various
requirements, including the follow-
ing: [2].

e Chapter 4: Context of the organi-
sation The first step is to understand
the organisation, what it requires
internally and externally and to set
clear boundaries on the influence
of management systems. In par-
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e Capitolul 4: Contextul orga-
nizatiei Prima etapa consta in a in-
telege organizatia, ce necesita ea pe
plan intern si extern si sa stabileas-
ca limite clare cu privire la influenta
sistemelor de management. In mod
deosebit, organizatia trebuie sa stie
bine care sunt cerintele partilor in-
teresate pertinente ale organisme-
lor de reglementare, ale clientilor si
ale personalului. Mai ales, ea trebuie
sa cunoasca cerintele juridice si de
reglementare aplicabile. Ea va putea
astfel sa determine influenta siste-
mului de management al continuita-
tii afacerilor (SMCA).

e Capitolul 5: Leadership. 1SO
22301 insista in mod deosebit asu-
pra unui leadership corespunzator
al SMCA. Managementul de la cel mai

ticular, the organisation needs to
have a good understanding of the
requirements of relevant stakehold-
ers from regulators, customers and
staff. Above all, it needs to know the
applicable legal and regulatory re-
quirements. It will then be able to
determine the influence of the busi-
ness continuity management sys-
tem (BCMS).

e Chapter 5: Leadership. 1SO
22301 places particular emphasis
on appropriate leadership of the
SMCA. Management at the highest
level must ensure that adequate re-
sources are made available, they set
policies and designate the people
charged with implementing and
maintaining the SMCA.

Politica de
continuitate a
afacerii

Figura 1. Contextul organizational de implementare a standardului ISO 22301
Management al Continuitatii Afacerii

Sursa:elaborata de autor in baza ISO 22301 Management al Continuitatii Afacerii
Figure 1. Organisational context for implementing ISO 22301
Business Continuity Management

Source: prepared by the author based on ISO 22301 Business Continuity Management
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inalt nivel trebuie sa faca astfel incat
resursele adecvate sa fie puse la dis-
pozitie, el stabileste politicile si de-
semneaza persoanele insarcinate sa
implementeze si sa mentina SMCA.

e Capitolul 6: Planificarea. Or-
ganizatia trebuie sa identifice ris-
curile asociate cu implementarea
sistemului de management si sa
stabileasca obiective si criterii clare,
care pot fi utilizate pentru masura-
rea reusitei sale

e Capitolul 7: Sprijin Dat fiind
faptul ca implementarea necesita
resurse, aici intervine notiunea im-
portanta de competentd. Pentru a
asigura continuitatea activitatilor,
trebuie sa existe persoane dotate
cu cunostinte, competente si expe-

e Chapter 6: Planning. The or-
ganisation should identify the risks
associated with implementing the
management system and set clear
objectives and criteria that can be
used to measure its success.

e Chapter 7: Support Given that
implementation requires resources,
this is where the important notion
of competence comes in. To ensure
continuity of activities, there must
be people with the knowledge, skills
and experience to contribute to the
SMCA and to intervene when in-
cidents occur. It is important that
everyone has a good understand-
ing of their role in the operational
response. This chapter deals with

Proceduri de control a
documentatiei, audit intern,
actiuni corective (facultativ

Figura 2. Procesul de planificare in conformitate cu standardul SO 22301

Management al Continuitatii Afacerii
Sursa:elaboratd de autor in baza ISO 22301 Management al Continuitatii Afacerii

Figure 2. Planning process according to ISO 22301 Business Continuity Management
Source: prepared by the author based on ISO 22301 Business Continuity Management
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rientd pentru a contribui la SMCA si
pentru a interveni cand se produc
incidente. Este important ca fieca-
re sa isi cunoasca bine rolul pe care
trebuie sa il joace in raspunsul ope-
rational. Acest capitol trateaza toate
aceste aspecte, precum si problema
informatiilor care trebuie comuni-
cate SMCA - de exemplu, clientii tre-
buie sa fie informati ca organizatia a
creat un SMCA in forma corespunza-
toare si cu privire la modul de comu-
nicare prevazut in caz de incident
(Intrucat toate canalele de comuni-
care normale pot fi perturbate).

e Capitolul 8: Activitdti. Este
vorba despre competentele specifice
in domeniul continuitatii activitati-
lor. Organizatia trebuie sa efectueze
o analiza de impact asupra activita-
tilor sale pentru a intelege repercu-
siunile perturbatiilor si evolutia pe
durata. Evaluarea riscurilor pentru
intreprindere trebuie operata in-
tr-un mod structurat si trebuie sa se
tind seama de acest lucru in stabili-
rea unei strategii de continuitate a
activitatilor. Paralel cu masurile de
prevenire sau de limitare a proba-
bilitatii de incidente, trebuie sa se ia
masuri in caz de incident. Cum este
imposibil sa se prevada si sa se pre-
vina toate incidentele, abordarea de
reducere a riscurilor si de planifica-
re pentru toate eventualitatile este
complementara.

Trebuie sa se spere numai lucruri
bune, In conditiile in care s-au preva-
zut cele rele ISO 22301 pune accen-
tul pe necesitatea unei structuri bine
definite de raspuns la incidente. Ast-
fel, in caz de incident, interventiile

all of these issues, as well as the
issue of what information needs to
be communicated to the SMCA - for
example, customers need to be in-
formed that the organisation has
created an SMCA in the appropriate
form and how communication is ex-
pected in the event of an incident (as
all normal communication channels
may be disrupted).

e Chapter 8: Activities. This is
about specific competences in the
area of business continuity. The or-
ganisation must carry out an impact
analysis on its activities to under-
stand the repercussions of disrup-
tions and the long-term evolution.
Risk assessment for the business
should be carried out in a structured
way and this should be taken into ac-
count when establishing a business
continuity strategy. In parallel with
measures to prevent or limit the
likelihood of incidents, action must
be taken in the event of an incident.
As it is impossible to predict and
prevent all incidents, the approach
of risk mitigation and planning for
all eventualities is complementary.

One can only hope for the best,
given that the bad ones have been
foreseen ISO 22301 emphasises the
need for a well-defined incident re-
sponse structure. In this way, in the
event of an incident, interventions
are triggered at the right time and
everyone takes the necessary emer-
gency measures according to their
abilities. The safety of people is a
fundamental issue and the organi-



116

sunt declansate la momentul potri-
vit si fiecare ia masurile de urgenta
necesare potrivit abilitatilor sale. Se-
curitatea persoanelor este un aspect
fundamental si organizatia trebuie
sa comunice cu partile din exterior,
care pot fi puse in pericol, de exem-
plu, daca un incident prezinta un risc
toxic sau exploziv pentru cei care
locuiesc in apropiere. Cerintele refe-
ritoare la planurile de continuitate a
activitatilor sunt bine definite in ca-
pitolul 8.A. In acest sens, documente
usor de inteles sunt mai adaptate de-
cat marile dosare prevazute pentru
auditori. Va fi mai util sa se dispuna
de mai multe planuri decat de un
singur plan mare. O cerinta care nu a
fost abordata pana acum in standar-
dele referitoare la continuitatea acti-
vitatilor este necesitatea de a planifi-
ca reluarea ritmului normal. Aceasta
simpla cerinta implica o activitate de
gandire aprofundata intrucat organi-
zatiile trebuie sa defineasca ce anu-
me trebuie facut odata ce operatiile
de urgenta sunt terminate.

Primul paragraf al capitolului 8 se
refera la exercitiile practice si la in-
cercari, un element esential al MCA:
Incercarile permit s3 se verifice con-
cret elementele dispozitivului de
continuitate care functioneaza (in-
cercare reusita) si cele care nu func-
tioneaza (esec). De exemplu, putem
pune in functiune generatorul de
sprijin pentru a verifica daca func-
tioneaza. Un exercitiu practic poate
cuprinde incercari, dar este, in gene-
ral, un demers care isi propune sa si-
muleze anumite aspecte ale raspun-
sului operational. Exercitiul implica,

sation needs to communicate with
external parties who may be at risk,
for example if an incident poses a
toxic or explosive risk to those living
nearby. The requirements for busi-
ness continuity plans are well de-
fined in Chapter 8.A. In this respect,
easy-to-understand documents are
more suitable than the large files
provided for auditors. It will be
more useful to have several plans
than one large plan. A requirement
not addressed so far in the business
continuity standards is the need to
plan for the resumption of normal
business rhythm. This simple re-
quirement involves a great deal of
thought as organisations need to
define what needs to be done once
contingency operations are com-
plete.

The first paragraph of Chapter 8
deals with practical exercises and
tests, an essential element of the
MCA: Tests allow to verify concrete-
ly which elements of the continuity
device work (successful test) and
which do not work (failure). For ex-
ample, we can run the support gen-
erator to check if it works. A prac-
tical exercise may include trials, but
it is generally an approach that aims
to simulate certain aspects of oper-
ational response. The exercise gen-
erally involves prior training and
awareness raising on how to handle
disruptive incidents in a difficult
and unusual context and at the same
time to check that the processes are
working as intended. Exercises and
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in general, o activitate prealabila de
formare si de sensibilizare cu privi-
re la modul de a gestiona incidentele
perturbatoare intr-un context dificil
si neobisnuit si In acelasi timp sa se
verifice daca procesele functioneaza
dupa cum s-a prevazut. Exercitiile
si Incercadrile sunt fundamentale in
standardul ISO 22301.

Numai datorita exercitiilor struc-
turate - proiectate pentru a prega-
ti indivizii si echipele implicate - o
organizatie poate obtine o asigurare
obiectiva ca dispozitivul sau va func-
tiona dupa cum s-a prevazut la mo-
mentul dorit.

e Capitolul 9: Evaluare Pentru
orice sistem de management, este
esential sa se evalueze performanta
in raport cu planul. ISO 22301 cere,
deci, ca organizatia sa aleaga para-
metrii de masurare in raport cu care
va evalua performanta corespun-
zdatoare. Trebuie efectuate audituri
interne si managementul de la cel
mai inalt nivel trebuie sa examineze
SMCA si sa actioneze in consecinta.

e Articolul 10: Imbundtdtirea.
Niciun sistem de management nu
este perfect, iar organizatiile si me-
diul lor evolueaza constant. Capito-
lul 10 defineste actiunile care trebu-
ie intreprinse pentru imbunatatirea
SMCA de-a lungul timpului si a ve-
ghea ca masurile corective puse in
evidenta de audituri, analize si exer-
citii sa fie bine realizate.

Implementare reusitd. Pentru o
buna aplicare a ISO 22301, organi-
zatiile trebuie sa 1i fi inteles bine ce-
rintele. Fiecare rand si fiecare cuvant
au importanta lor si importanta rela-

tests are fundamental to the ISO
22301 standard.

Itis only through structured exer-
cises - designed to train the individ-
uals and teams involved - that an
organisation can gain objective as-
surance that its device will perform
as intended at the desired time.

e Chapter 9: Evaluation For
any management system, it is essen-
tial to evaluate performance against
plan. ISO 22301 therefore requires
the organisation to choose the
metrics against which it will assess
appropriate performance. Internal
audits must be conducted and top
management must review the SMCA
and act accordingly.

e Article 10: Improvement. No
management system is perfect, and
organisations and their environ-
ment are constantly evolving. Chap-
ter 10 defines the actions that need
to be taken to improve the MCMS
over time and ensure that correct-
ive actions highlighted by audits, re-
views and exercises are well imple-
mented.

For a successful implementa-
tion of ISO 22301, organisations
must have a good understanding
of its requirements. Every line and
every word has its importance and
the relative importance of a subject
is not necessarily proportional to
the number of words devoted to it.
SMCA is not a project or a simple
»plan” to be established, it is an on-
going management process involv-
ing competent people working with
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Figura 3. Procesul de imbunatatire in conformitate cu standardul 1SO 22301
Management al Continuitatii Afacerii
Sursa:elaborata de autor in baza SO 22301 Management al Continuitatii Afacerii
Figure 3. Improvement process according to ISO 22301 Business Continuity Management
Source: prepared by the author based on ISO 22301 Business Continuity Management
Successful implementation.

tiva a unui subiect nu este neaparat appropriate support and structures
proportionala cu numarul de cuvinte that will be brought to fruition when
care 1i sunt consacrate. SMCA nu este needed.

un proiect sau un simplu ,plan” care

trebuie stabilit, este un proces de ma-

nagement continuu care face apel la

persoane competente ce lucreaza cu

un sprijin corespunzator si cu struc-

turi adecvate care vor fi aduse la in-

deplinire cand va trebui.
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